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Introduction 

What is ransomware? 
Ransomware is a type of malware (malicious software) designed 
to subvert security controls for the purpose of denying the 
organization access to their own data or systems it infects. The 
organization must pay a fee to the threat actor to recover the 
data. Ransomware attacks are constantly on the rise and 
represent a top technology risk worldwide. Organizations with 
mature cybersecurity practices are more resilient to these types 
of attacks. 

A ransomware attack is a type of extortion by a threat actor 
which takes advantage of weakness in an organization’s 
cybersecurity controls. Data is often transferred externally 
(exfiltrated), and some strains will seek to destroy or encrypt 
internal backups to render the backups useless. The threat 
actor will then demand payment in exchange for the 
decryption keys, 

and an agreement to not release the stolen data to the public. 
The payment demand is usually made in crypto currency so that 
it will not be traceable. 

Threat actors are generally anonymous and deceptive. Any 
agreements or deals convey a significant risk and do not 
guarantee recovery. Complying can result in only partial 
recovery, forced secondary payments, and still present 
operational impacts, costs, and losses the organization hoped to 
avoid through payment. The average downtime of a 
ransomware attack is 23 days. The average cost of a 
ransomware breach is now $4.6m. 

Making payments to criminal enterprises, or nation state threat 
actors can also be a violation of the Office of Foreign Assets 
Control’s (OFAC) regulations and other U.S. laws and 
regulations. Consult with your legal department and have a 
formal policy to guide your decisions. 

This document aims to help Citizens Business Bank customers plan for, improve resilience to, 
or recover from a ransomware attack. 

The document is designed to organize critical processes during the lifecycle of an 
incident and provide guiding principles. It incorporates different stakeholder 
involvements, allowing teams to respond appropriately and limit the risk and exposure. 

This document is intended to increase and enhance existing company policies when 
a suspected ransomware occurrence is recognized. It is not intended to supplant, 
annul, replace, or eliminate existing playbook, runbook, or strategy. 
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Prepare continued 
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Incident response retainer 
Pre-establishing an Incident Response Retainer with a qualified security firm will help expedite your response to a successful cyber- 
attack. This legal agreement for services (often at no cost up front) allows you to bring in experts who can help respond to the breach, 
augmenting your internal staff during the crisis. If your company buys cyber insurance, check with your cyber insurance provider to 
see if the company you selected is pre-approved by your cyber insurance provider. This will help you minimize your out-of-pocket 
costs during a crisis. Fee-based models may allow for the annual “activation” of the retainer (for penetration testing, resilience exercises 
such as tabletops, etc.) if it has not been used in a real response that calendar year. 

Cyber insurance 
One way to transfer some of the financial impact/risk as a result of a security incident is to carry a separate cyber policy by your 
insurer. These policies typically have coverage specifically for ransomware and what liabilities and coverage are present. It is 
imperative that your insurance provider be involved as soon as you declare an incident of ransomware to assist in decision making, 
funding, and reporting requirements. 

Executive involvement 
Ransomware’s ultimate goal is to receive money. If ransomware is detected within your company, it is helpful to create a matrix of 
options for payment. This does not mean you will pay, but it provides leadership with the ability to make an informed decision with 
the pros and cons of paying. The matrix should address your risk appetite, at what threshold your company is willing to absorb a 
disruption versus paying the ransom. 

If ransomware is impacting your customer and they facilitate a payment to a sanctioned country, this would violate OFAC rules. 

Roles and responsibilities 
Cybersecurity should be fundamentally important for each organization. A group of devoted people who understand the risks and have 
the specialized abilities to create a solid framework needed to assist with guaranteeing that the network is safeguarded. This group 
should be completely engaged with all parts of IT; they need to have dynamic power and impact across all recovery plan and preparation 
decisions. To ensure the cybersecurity team is adequately prepared to deal with threats, they should be staffed, well-funded, and trained. 
The organization should ensure that their cybersecurity team’s skill set will improve and advance through continuous training as 
ransomware attackers convey new strategies. 

Using Appendix A, you can define key role assignments for detection, mitigation, and recovery tasks. These roles may become more 
active during a security incident. These individuals may appoint delegates for their roles depending upon the circumstances of a 
specific incident. One of the key roles to define your Cybersecurity Incident Response Team (CSIRT) and Incident Response (IR) Team. 
These teams will help your company manage through the crisis and will be involved during test exercises to ensure your plans are 
effective. 

Regular backups with integrity testing 
Ransomware attacks rely on access to an organization’s data and information and will frequently include the deletion of data. 
Therefore, a robust backup/recovery plan is crucial to restoring the business to a well-known state. Consider these recommendations 
for your backup program: 

• Ensure that all backups are encrypted when data is in transit and at rest, 
• Regularly audit your backup program to ensure what data is being stored can be restored, 
• Perform frequent tests by restoring data and system configuration from your backups, and 
• The 3/2/1 rule is defined as keeping three copies of your data for critical assets across two media types (local and cloud) and one 

backup stored in an offsite location. Ensure that at least one copy is immutable. Immutable backups cannot be modified or rendered 
useless by ransomware. 
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Prevent continued 
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Multifactor authentication 
Passwords are utilized for safeguarding systems and their data, yet complex malicious actors can still find ways around passwords in 
some cases. Organizations should execute multifactor authentication by utilizing passwords with access tokens to limit this risk. This 
further progression will make it difficult for culprits to access the network. Multifactor authentication can be laid out by utilizing 
regenerative access tokens that lapse quickly. Associations can use different gadgets as an extra guardrail and use an application or 
SMS messaging to produce the access token. 

Endpoint detection and response (EDR) 
Ransomware attackers will search for any point of weakness in an organization’s network safety and immediately penetrate. 
Organizations have various access points to their frameworks, and it may be an unimaginable task to safeguard each entry point 
continuously. To guarantee that dangers are distinguished and wiped out, organizations should use other technology to find suspicious 
movements and unapproved activities. Checking devices and logging activity of any kind will assist with recognizing ransomware 
aggressors. Furthermore, associations need to have controls and automated actions to limit the harm when a ransomware attacker 
effectively gets to the framework, and cycles should be created to respond. Once distinguished, automation ought to confine the 
passage point from the remainder of the framework, access should be eliminated, all passwords should be reset, and all resources 
should be supported. Organizations should be ready for the worst- case scenario and have plans and abilities to respond to any threat. 

Encryption 
Data and resources have worth to the organization, and attackers will hope to use anything as an influence to extort an organization. In the 
case of effective penetration, everything is at risk. As an extra layer of security and to postpone and frustrate the attackers, everything that 
can be encoded should be. Encryption changes all data into an ambiguous format that cannot be re-established without the encryption key. 
All significant data at rest and in transit should be encrypted, and encryption keys should be secured in a separate location with additional 
protective controls. This should especially be applied to any sensitive consumer information collected and protected under the Consumer 
Financial Protection Act (CFPA). Encryption can assist an organization with safeguarding valid details by making them unusable to an attack. 

Network segmentation 
Ransomware attacks look to both steal data and disrupt operations. Segregating different business functions onto separate networks 
will help contain the damage, minimize the cost, and maintain operations in the event of a successful attack. The more barriers 
between different processes and sets of valuable information, the more difficult it will be for an attack to critically disrupt the business. 
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